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Abstract: Due to the increase in the use of internet over the shared system, cryptography plays an 

important role in securing the information. Secure data transfer over the internet requires public key 

cryptosystem where it uses a secret key during the encryption of data. The two mostly secured public 

key cryptosystems are RSA and ECC. The advantage which is offered by Elliptic curve cryptosystem 

(ECC) is more security per key bit. The finite field arithmetic over the Galois field includes modular 

addition, subtraction multiplication, inversion and division. This paper compares the finite 

arithmetic architecture (modular inversion) of GF(p) and GF(2
m
) and focus at the FPGA 

implementation. 
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1. Introduction 

Data security and cryptographic techniques are essential in the present day of enormously increasing 

stabile and mobile communications where data is normally transmitted through shared insecure 

channels for safety relevant applications [1],[2],[3]. Cryptography becomes utmost important and 

ambitious issue to protect the confidential data in the field of e-commerce, scientific and military 

purposes. Many cryptosystems like ECC (Elliptic Curve Cryptography), RSA, AES, and DES have 

been developed to protect the confidential data. Bulk data are generally encrypted using block cipher 

(DES, AES), where both parties share the same common secret key. However, the exchange and 

establishment of these secret keys is normally achieved via public key cryptosystems. Public-key 

cryptography is an indispensable technology in this new age. RSA and ECC are two mostly secured 

such public key cryptosystems. Generally, public key cryptosystems are more computationally 

intensive and slower than their private key counterparts. For security reasons, key sizes are in the 

region of hundreds of bits. It makes cryptographic procedures slow in software. Hardware 

accelerators can perform the computationally intensive operations faster. 

ECC uses mainly two types of finite fields those are Extended Binary Field that is also 

known as Galois Field GF (2
k
 ) and Finite Field over large Prime that is called GF (p). Unlike GF (2

 

k
 ), a very few hardware implementation of ECC on GF (p) has been reported in the literature to date. 

The hardware complexity to implement ECC in GF(p) is little bit higher than that of in GF(2
k
). 

However, the advantage of GF (p) over GF(2
k
 ) is that, a k-bit GF (p) arithmetic unit can operate on 

any inputs form 0 to 2
k-1

 without any reconfiguration. Again the reconfiguration of GF (2
k
) hardware 

could be implemented for some selective values of k, say reconfigurable hardware for k = 160; 192; 

224 which can process only 160; 192 and 224-bit data. But in case of GF(p) the k-bit arithmetic unit 

is capable to process any i-bit data where 1 ≤  i ≤ k[4]. 
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The main contribution of this paper is the comparison of the most time consuming finite field 

arithmetic that is modular inversion over the GF (p) and GF (2
m

). The arithmetic operations 

performed over the Galois field in ECC is implemented and synthesized using Xilinx ISE and 

Cadence. 

The rest of this paper is organized as follows. Section 2 presents the background of ECC. 

Sections 3 and 4 cover the proposed modular inversion algorithm for finite field arithmetic over 

GF(p) and GF(2
m

). In Section 5, the implementation results are presented and compared. Finally, 

this paper is concluded in Section 6. 

2. ECC Background 

The main operation in an ECC is point multiplication, Q = kP, where k is a private key, Q is a public 

key, and P is a point on an elliptic curve, E. The public key Q is computed by k times point addition 

operation: 

Q =k. P = P +···+P + P         (1) 

The private k is difficult to retrieve from knowledge of Q and P. 

A prime field denoted by GF (p), is the set of all integers modulo a prime „p„ (i.e. {0, 1, 2, ..., 

p-1}) together with addition and multiplication of integers modulo „p„. For use in elliptic-curve 

cryptography, an elliptic curve E over GF(p) is defined as a set of points P = (x , y) with x and y ∈ 

GF(p), which satisfy the simplified Weierstrass equation as[5]: 

 y
2
 = x

3
 +ax + b (mod p)        (2) 

Here, a and b ∈ GF(p) and 4 a
3
 + 27 b

2
 ≠ 0 and x, y, a, b ∈ GF(p). There is also a single 

element named the point at infinity or the zero point denoted O, which serves as the additive 

identity. For any point P(x, y) ∈ E, we have: P + O = P 

An elliptic curve over GF(2
m

) E can be defined as: 

 y
2
 +xy= x

3
+ax

2
+b          (3) 

where a, b ∈ GF (2
m

), b ≠ 0, and a point at infinity is θ such that P1+θ = P1, where  

P1 =(x1, y1) and (x1, y1) ∈ GF (2
m

)[6]. 

 

3. Modular inversion over GF (p) 

There are various modular inversion algorithms known to date. One of the efficient modular 

inversion algorithms is Binary Inversion Algorithm [7]. If we want to find the inversion of a number 

„a‟ that is a
-1

, it uses the prime field „p‟ for calculating the a
-1

. The algorithm 1 given shown below 

explains the steps in calculating the inverse of a number: 
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Algorithm 1: Binary Inversion in GF(p) 

Input   : p and a Є [0, p - 1] 

Output: a
-1

 mod p 

1. u = a; v = p; x1 = 1; x2 = 0 

2. while u ≠ 1 and v ≠ 1 do 

a. while u is even do 

i.  u = u/2 

ii. if x1 is even then x1 = x1/2 else x1 = (x1+p)/2 

b. end while 

c.  while v is even do 

i. v = v/2 

ii. if x2 is even then x2 = x2/2 else x2 = (x2+p)/2 

d. end while 

e. if u ≥ v then u = u - v; x1 = x1 - x2 

f. else v = v - u; x2 = x2 - x1 

3. end while 

4. if u = 1 then return x1 mod p 

5. else return x2 mod p 

 

4. Modular Inversion over GF (2
m

) 

There are different inversion algorithms proposed for binary field. The most time consuming 

operation in finite field arithmetic is the modular inversion where it uses the irreducible polynomial 

for the reduction. Algorithm 2 [8] shown below is proposed by Euclidean. Suppose we need to find 

the inverse of the polynomial b(x) that is b(x)
-1

 , the irreducible polynomial m(x) is used for finding 

the inversion and the method is shown in Algorithm2 

Algorithm 2: Extended Euclidian Algorithm 

1. [A1(x), A2(x), A3(x)]  =   [1, 0, m(x)];                 

      [B1(x), B2(x),B3(x)]  =   [0, 1, b(x)] 

2. If  B3(x) = 0 return A3(x)  =  gcd[m(x), b(x)] ; no inverse 

3. If  B3(x) = 1 return B3(x)  =  gcd[m(x), b(x)] ; B2(x) = b(x) mod m(x) 

4. Q(x)  =  quotient of [A3(x) / B3(x)] 

5. [T1(x), T2(x), T3(x)] =  [ A1(x) - Q(x).B1(x), A2(x) -  Q(x).B2(x),   

                                                                                     A3(x) - Q(x).B3(x) ] 

6. [A1(x), A2(x), A3(x)]  =   [B1(x), B2(x), B3(x)] 

7. [B1(x), B2(x), B3(x)]  =   [T1(x), T2(x), T3(x)] 
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8. goto 2 

 

5. Experimental Results 

Each design is implemented in Verilog - HDL using ModelSim PE 5.5e and synthesized using 

Xilinx ISE which is mapped on to Spartan 3E FPGA. In order to evaluate the designs, the area and 

critical path latency are compared. 

5.1 Simulation Result 

The simulation result of the inversion unit for both prime and Galois field is shown in Fig.1 and 

Fig.2 

 

Fig.1: 4bit inverter unit of GF (p) 

 

 

Fig.2: 4 bit inverter unit of GF(2
m
) 

 

5.2 Comparison 

The table shown below compares the combinational delay and memory usage of the inversion 

algorithm. 

 

 

Table 1: Comparison  
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 Inversion Over GF(p) Inversion Over GF(2
m

) 

Delay 0.934 ns 0.640 ns 

Memory Usage 443928 kilobytes 422168 kilobytes 

 

6. Conclusion 

The implementation of most time consuming operation of ECC (modular multiplication and 

inversion) over GF(p) and GF(2
m

) has been presented. It is found that the finite arithmetic over 

GF(2
m

) is more faster and uses less memory. It is recommended to use these algorithms for higher 

order bits for further comparison. 
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